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4. The following information must be provided where known:
a. Contact name and number of person reporting the incident;
b. The type of information and/or equipment involved;
c. Location of information and/or equipment when incident
occurred;
d. Asset numbers of any equipment involved;
e. Whether the incident is likely to put any individual at risk;
f. Whether the incident could lead to any further Information
Security Incidents;
g. Date and time the incident occurred;
h. Details of how the incident occurred;
i. Any action already taken by the individual, line manager or any
other party;
j. If the matter has been reported to the police, provide the crime
number.
5. In the case of lost or stolen ICT equipment, the individual must
also e-mail the ICT Service Desk as soon as possible including the
same information. (If you cannot send an e-mail, contact the ICT
helpdesk on ext 2323).This should be followed up by completion
of Form O-39.
(Note: without a Police Crime Number any ICT will consider the
device lost, not stolen)
6. In the case of loss/theft of an Airwave Radio you MUST contact
Control so that the lost terminal can be temporarily disabled
(stunned) within 1 hour of the discovery (whatever time of day
the incident occurred). If the device is found within 3 hours notify
control who can re-enable the device.
Where a loss is confirmed, the terminal MUST be permanently
disabled “Killed” .
If theft is suspected, the matter MUST be reported to the police
and
a crime number obtained for future reference; The Airwave
Custodian MUST report the incident to The Home Office within 4
normal working hours
(Loss process is detailed in the Firelink Code of Practice Version
D 2016, and further advice on the use of Airwave can be obtained
from ICT).

All incidents will be logged by the Information Governance &
Compliance Officer, who will review the initial report and make
recommendations for appropriate action.
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5.3 Reporting “Out of Hours” Incidents
For the purposes of this procedure “out of hours” means Monday –
Friday nights from 5pm through to 08:30am, weekends and any bank
holiday.
Due to the potential impact of any Information Security Incident,
incidents must be highlighted as soon as possible.
We also have a legal obligation to formally report certain incidents within
72 hours, therefore prompt reporting internally is essential.
Out of ours, all actual and/or potential Information Security Incidents
should be reported to the Joint Control Centre, who will record all details
and:




Notify the SIRO (or the ELT member on call).
In the case of electronic data – the out of hours ICT engineer will
be informed and must take appropriate action to protect data from
further harm
Send details of the incident to the Data Protection mailbox for
review the next available working day.

The SIRO (or ELT on call) will conduct an initial risk assessment. In the
case of actual or potential “serious” incidents an emergency task group
will be established (to include the DPO) to begin the formal
investigation.
5.4 Formal Reporting of Personal Information Security Incidents
Under the GDPR, SWFRS has a legal obligation to report any
Information Security Incidents involving personal information to the
Information Commissioners Officer (ICO).
This currently applies only to incidents considered “serious”.
There is no specific definition of seriousness – it is based potential
detriment to the individual concerned and the volume/sensitivity of the
information concerned. The seriousness with be assessed by the
Information Governance & Compliance Officer in consultation with the
SIRO.
5.5 Monitoring of Information Security Incidents
On a monthly basis, a summary of all incidents will be reported to the
Senior Management Team. These will be reported in an anonymised
basis.
The exception to this will be where any gross misconduct and/or
deliberate misuse of information has been identified.
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